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Fra starten av!



Reflections on Trusting Trust
Ken Thomson, 1984



computer_1 $ make build
computer_1 $ sha256sum some_file
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file
 
computer_2 $ make build
computer_2 $ sha256sum some_file
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

1
2
3
4
5
6
7



computer_1 $ make build
computer_1 $ sha256sum some_file
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file
 
computer_2 $ make build
computer_2 $ sha256sum some_file
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

1
2
3
4
5
6
7

computer_1 $ make build

computer_2 $ make build

1
computer_1 $ sha256sum some_file2
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4

5
computer_2 $ sha256sum some_file6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7



computer_1 $ make build
computer_1 $ sha256sum some_file
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file
 
computer_2 $ make build
computer_2 $ sha256sum some_file
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

1
2
3
4
5
6
7

computer_1 $ make build

computer_2 $ make build

1
computer_1 $ sha256sum some_file2
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4

5
computer_2 $ sha256sum some_file6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7

computer_1 $ sha256sum some_file

computer_2 $ sha256sum some_file

computer_1 $ make build1
2

3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4
computer_2 $ make build5

6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7



computer_1 $ make build
computer_1 $ sha256sum some_file
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file
 
computer_2 $ make build
computer_2 $ sha256sum some_file
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

1
2
3
4
5
6
7

computer_1 $ make build

computer_2 $ make build

1
computer_1 $ sha256sum some_file2
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4

5
computer_2 $ sha256sum some_file6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7

computer_1 $ sha256sum some_file

computer_2 $ sha256sum some_file

computer_1 $ make build1
2

3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4
computer_2 $ make build5

6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7

3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file

3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

computer_1 $ make build1
computer_1 $ sha256sum some_file2

3
 4
computer_2 $ make build5
computer_2 $ sha256sum some_file6

7



computer_1 $ make build
computer_1 $ sha256sum some_file
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file
 
computer_2 $ make build
computer_2 $ sha256sum some_file
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

1
2
3
4
5
6
7

computer_1 $ make build

computer_2 $ make build

1
computer_1 $ sha256sum some_file2
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4

5
computer_2 $ sha256sum some_file6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7

computer_1 $ sha256sum some_file

computer_2 $ sha256sum some_file

computer_1 $ make build1
2

3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file3
 4
computer_2 $ make build5

6
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file7

3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file

3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

computer_1 $ make build1
computer_1 $ sha256sum some_file2

3
 4
computer_2 $ make build5
computer_2 $ sha256sum some_file6

7

computer_1 $ make build
computer_1 $ sha256sum some_file
3f626204f75e62e22d934ce7c4e02e7b3ef3bbad726ba9e841f0442e549a9537  some_file
 
computer_2 $ make build
computer_2 $ sha256sum some_file
3c458c687ed862402b75cb03d19fb8f8675c3831432f761c7e9a0f1b2602b604  some_file

1
2
3
4
5
6
7



Reviewing Microso�'s Automatic Insertion of Telemetry into C++ Binaries
, 2016infoq

https://www.infoq.com/news/2016/06/visual-cpp-telemetry/


Diverse Double Compilation
David A. Wheeler, 2009



Trusted Compiler + Environment = Compiler

Different Compiler + Environment = Compiler

Compiler == Compiler





Secure So�ware Delivery Lifecycle (SSDL)
Steve Lipner, 2004





Krav



Krav
- Identifisere sikkerhetskrav
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Design
- Produsering av trusselmodeller

- Dokumentere Sikkerhetsarkitektur
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Implementasjon
- Rettningslinjer og "Best Practices"

- Etterlevelse av standarder for kode og testing

- Fuzzing

- Bruka av verktøy
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Verifikasjon
- Ettergå Trusselmodel

- Kodegjennomgang

- Penetrasjonstesting

- Nye trussler evaluert
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Utgivelse
- Endelig sikkerhetsvurdering

- Ettergå trusselmodel

- Gjennomgå kjente feil

- Arkviere dokumentasjonen
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Deployment (SSDL)
- "Sign-off" av sikkerhetsteam
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Respons (SSDL)
- Tilbakemeldinger av sikkerhetsrespons

- Verktøy og prosesser evalueres

- Post-mortems



Evaluating and Mitigating So�ware Supply Chain Security Risks
Robert J. Ellison et al, So�ware Engineering Institute, 2010



The Department of Defense (DoD) is concerned that security vulnerabilities
could be inserted into so�ware that has been developed outside of the DoD’s

supervision or control. [....] in terms of actions that should be taken in each
phase of the DoD acquisition life cycle.



The DoD has focused on infrastructure defenses against intrusions and has not
fully recognized the security risks posed by application so�ware built on top of

these mechanisms.



Programvarens Leveringskjede



Hvorfor nå?



Solarwinds
Log4j
Shadowhammer

Asus hadde kompromitert signerings sertifikat



William!



@nrk/core-components, hvor mange avhengigheter?



537



https://xkcd.com/2347/

https://xkcd.com/2347/
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SOURCE THREATS

Developer

A B

Source

BUILD THREATS

C D

Build

F

E Depedencies

DEPENDENCY THREATS

G

Package

H

Consumer

SOURCE THREATS

A Bypassed code review

B Compromised source control system

BUILD THREATS

C Modified code after source control

D Compromised build platform

F Bypassed CI/CD

G Compromised package repo

H Using a bad package

DEPENDENCY THREATS

E Using a bad dependency

https://slsa.dev/
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Terminologi



Upstream & Downstream



Artefakt
(Artifacts)



Alle resultater fra et bygg
Kontainere
Programvare
Signaturer
Kildekode



So�ware Bill of Materials
(SBOM)





Know the precise dependencies of a build
Liste over avhengigheter
Kontainere
Programvareprosjekter



SPDX
CycloneDX (OWASP)
SWID (NIST)



Reproducible Builds





A set of so�ware development practices that create an independently-
verifiable path from source to binary code.





Hermetiserte Bygg - Hermetic Builds
Isolerte bygg. Ikke påvirket av eksternt miljø
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Hermetiserte Bygg - Hermetic Builds
Isolerte bygg. Ikke påvirket av eksternt miljø

Reproduserbare Bygg - Reproducible Builds
Alle bygg skal produsere samme resultat
bit-for-bit identiske bygg

Verifiserbar Bygg - Verifiable Builds
Tredje-part kan reprodusere samme bygg
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Me

https://storage.googleapis.com/

go1.16.4.src.tar.gz
go1.16.4.src.tar.gz.asc

Google Package Signing key

Build Server

Tier 0 mirror  A lot of servers Your computer

Reproducible Builds

https://storage.googleapis.com/





Proveniens
⠀



Proveniens
Provenance



‘herkomst, opprinnelse, avstamning’



Samler sammen:
Alle transformasjoner
Alle steg i byggeprosessen
Referanser til alle kildekode



{
  "_type": "https://in-toto.io/Statement/v0.1",
  "subject": [{"name": "_", "digest": {"sha256": "5678..."}}],
  "predicateType": "https://slsa.dev/provenance/v0.2",
  "predicate": {
    "buildType": "https://example.com/Makefile",
    "builder": { "id": "mailto:person@example.com" },
    "invocation": {
      "configSource": {
        "uri": "https://example.com/example-1.2.3.tar.gz",
        "digest": {"sha256": "1234..."},
        "entryPoint": "src:foo",
      },
      "parameters": {"CFLAGS": "-O3"}
    },
    "materials": [{
      "uri": "https://example.com/example-1.2.3.tar.gz",
      "digest": {"sha256": "1234..."}
    }]
  }



https://in-toto.io

https://in-toto.io/


Attestering
(Attestation)





PHP kompromitering



PHP kompromitering
Ansvarsfraskrivelse: Jeg vet ikke hvordan dette faktisk skjedde.
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Zero Cool



PHP Compromise



Verktøy



Signering av bygg



GnuPG



🗑





Basert på Open ID Connect identiteter
Sertifikater med 20 minutter gyldighet



Signering av OCI bilder
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Scorecard
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Aggregate score: 7.9 / 10

Finished [CII Best Practices]31
Finished [Fuzzing]32
Finished [Pinned-Dependencies]33
 34
RESULTS35

36
 37
Check scores:38
|  SCORE  |          NAME          |             REASON             |          39
 40
| 10 / 10 | Binary Artifacts | no binaries found in the repo | github co41
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| 1 / 10  | Maintained             | 2 commit(s) found in the last  | github.co

| 0 / 10  | Dependency Update Tool | no update tool detected        | github.co57
 58
| 0 / 10  | Fuzzing                | project is not fuzzed in       | github.co59
|         |                        | OSS-Fuzz                       |          60
 61

62
|         |                        | 90 days -- score normalized to |          63
|         |                        | 1                              |          64
 65
| ?       | Packaging              | no published package detected  | github.co66

67
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Starting [CII-Best-Practices]
$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e1

2
Starting [Fuzzing]3
Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
Starting [Maintained]6
Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10
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Starting [CII-Best-Practices]2
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Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
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Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10

| ?       | Signed-Releases        | no releases found              | github.co

| 0 / 10  | SAST                   | no SAST tool detected          | github.co71
 72
| 0 / 10  | Security-Policy        | security policy file not       | github.co73
|         |                        | detected                       |          74
 75

76
 77
| 10 / 10 | Token-Permissions      | tokens are read-only in GitHub | github.co78
|         |                        | workflows                      |          79
 80
| 10 / 10 | Vulnerabilities | no vulnerabilities detected | github co81

https://securityscorecards.dev/

https://securityscorecards.dev/


$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e
Starting [CII-Best-Practices]
Starting [Fuzzing]
Starting [Pinned-Dependencies]
Starting [CI-Tests]
Starting [Maintained]
Starting [Packaging]
Starting [SAST]
Starting [Dependency-Update-Tool]
Starting [Token-Permissions]

1
2
3
4
5
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7
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10

$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e1
Starting [CII-Best-Practices]2
Starting [Fuzzing]3
Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
Starting [Maintained]6
Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10

Starting [CII-Best-Practices]
$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e1

2
Starting [Fuzzing]3
Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
Starting [Maintained]6
Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10

$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e1
Starting [CII-Best-Practices]2
Starting [Fuzzing]3
Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
Starting [Maintained]6
Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10

$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e1
Starting [CII-Best-Practices]2
Starting [Fuzzing]3
Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
Starting [Maintained]6
Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10

$ scorecard --repo=github.com/ossf-tests/scorecard-check-branch-protection-e2e1
Starting [CII-Best-Practices]2
Starting [Fuzzing]3
Starting [Pinned-Dependencies]4
Starting [CI-Tests]5
Starting [Maintained]6
Starting [Packaging]7
Starting [SAST]8
Starting [Dependency-Update-Tool]9
Starting [Token-Permissions]10 | 10 / 10 | Vulnerabilities        | no vulnerabilities detected    | github.co

 72
| 0 / 10  | Security-Policy        | security policy file not       | github.co73
|         |                        | detected                       |          74
 75
| ?       | Signed-Releases        | no releases found              | github.co76
 77
| 10 / 10 | Token-Permissions      | tokens are read-only in GitHub | github.co78
|         |                        | workflows                      |          79
 80

81

https://securityscorecards.dev/

https://securityscorecards.dev/


osv.dev
Vulnerability Database Blog About

A distributed vulnerability

database for Open Source
An open, precise, and distributed approach to producing and consuming vulnerability information for open

source.

Search Vulnerability Database Use the API CLI Tools

Ecosystems

Alpine Android crates.io Debian Go Linux Maven npm NuGet OSS-Fuzz Packagist PyPI RubyGems
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$ osv-scanner -r .
Scanning dir .
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────
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$ osv-scanner -r .
Scanning dir .
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────
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$ osv-scanner -r .1
Scanning dir .2
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e24183
Scanned ./sbctl/go.mod file and found 19 packages4
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10



$ osv-scanner -r .
Scanning dir .
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────
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$ osv-scanner -r .1
Scanning dir .2
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e24183
Scanned ./sbctl/go.mod file and found 19 packages4
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10

Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages

$ osv-scanner -r .1
Scanning dir .2

3
4

╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10



$ osv-scanner -r .
Scanning dir .
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────
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$ osv-scanner -r .1
Scanning dir .2
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e24183
Scanned ./sbctl/go.mod file and found 19 packages4
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10

Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages

$ osv-scanner -r .1
Scanning dir .2

3
4

╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10

╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────

$ osv-scanner -r .1
Scanning dir .2
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e24183
Scanned ./sbctl/go.mod file and found 19 packages4
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$ osv-scanner -r .
Scanning dir .
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────

1
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4
5
6
7
8
9
10

$ osv-scanner -r .1
Scanning dir .2
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e24183
Scanned ./sbctl/go.mod file and found 19 packages4
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10

Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages

$ osv-scanner -r .1
Scanning dir .2

3
4

╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────5
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  6
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────7
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-508
│ https://osv.dev/GO-2022-0294        │           │                                  │                          9
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────10

╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────

$ osv-scanner -r .1
Scanning dir .2
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e24183
Scanned ./sbctl/go.mod file and found 19 packages4
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$ osv-scanner -r .
Scanning dir .
Scanning ./sbctl/ at commit 57f51d9c7ef962aab29166c7adf17c5af16e2418
Scanned ./sbctl/go.mod file and found 19 packages
╭─────────────────────────────────────┬───────────┬──────────────────────────────────┬──────────────────────────
│ OSV URL (ID IN BOLD)                │ ECOSYSTEM │ PACKAGE                          │ VERSION                  
├─────────────────────────────────────┼───────────┼──────────────────────────────────┼──────────────────────────
│ https://osv.dev/GHSA-99cg-575x-774p │ Go        │ github.com/google/go-attestation │ 0.3.3-0.20210901195502-50
│ https://osv.dev/GO-2022-0294        │           │                                  │                          
╰─────────────────────────────────────┴───────────┴──────────────────────────────────┴──────────────────────────
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Transparency Logs



"Immutable logs that allows you to publish tamper-evident proofs"



Certificate Transparency
Oppdager misbruk av nøkkler







Sigstore



https://transparency.dev/

https://transparency.dev/




git push --sign



$ git push --signed
Enumerating objects: 3, done.
Counting objects: 100% (3/3), done.
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s
Total 3 (delta 0), reused 0 (delta 0), pack-reused 0
remote: Created a new ref, with the following commits:
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:
remote: expected nonce is
remote: certificate version 0.1
remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master
remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM
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remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
remote: =qowa
remote: END PGP SIGNATURE
To /home/fox/tmp/git-push-cert/./test.git
 * [new branch]      master -> master
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$ git push --signed
Enumerating objects: 3, done.
Counting objects: 100% (3/3), done.
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s
Total 3 (delta 0), reused 0 (delta 0), pack-reused 0
remote: Created a new ref, with the following commits:
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:
remote: expected nonce is
remote: certificate version 0.1
remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master
remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM
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$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24



remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
remote: =qowa
remote: END PGP SIGNATURE
To /home/fox/tmp/git-push-cert/./test.git
 * [new branch]      master -> master
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remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39



$ git push --signed
Enumerating objects: 3, done.
Counting objects: 100% (3/3), done.
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s
Total 3 (delta 0), reused 0 (delta 0), pack-reused 0
remote: Created a new ref, with the following commits:
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:
remote: expected nonce is
remote: certificate version 0.1
remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master
remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM
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$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
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remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24



remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
remote: =qowa
remote: END PGP SIGNATURE
To /home/fox/tmp/git-push-cert/./test.git
 * [new branch]      master -> master
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remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39



$ git push --signed
Enumerating objects: 3, done.
Counting objects: 100% (3/3), done.
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s
Total 3 (delta 0), reused 0 (delta 0), pack-reused 0
remote: Created a new ref, with the following commits:
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:
remote: expected nonce is
remote: certificate version 0.1
remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master
remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM
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$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
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remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
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remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24



remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
remote: =qowa
remote: END PGP SIGNATURE
To /home/fox/tmp/git-push-cert/./test.git
 * [new branch]      master -> master
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remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39



$ git push --signed
Enumerating objects: 3, done.
Counting objects: 100% (3/3), done.
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s
Total 3 (delta 0), reused 0 (delta 0), pack-reused 0
remote: Created a new ref, with the following commits:
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:
remote: expected nonce is
remote: certificate version 0.1
remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master
remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
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8
9
10
11
12

remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
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remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21

22
23
24



remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
remote: =qowa
remote: END PGP SIGNATURE
To /home/fox/tmp/git-push-cert/./test.git
 * [new branch]      master -> master
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remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39
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remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
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remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39



$ git push --signed
Enumerating objects: 3, done.
Counting objects: 100% (3/3), done.
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s
Total 3 (delta 0), reused 0 (delta 0), pack-reused 0
remote: Created a new ref, with the following commits:
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:
remote: expected nonce is
remote: certificate version 0.1
remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master
remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM
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$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: commit 2381dbf0238405c2311dbf146e35e70615b0f858
remote: Author: Morten Linderud
remote: Date:   Wed May 26 21:20:16 2021 +0200
remote:
remote:     Init
remote:

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
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remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: pusher 9FECBE16 1622056966 +0200
remote: pushee /home/fox/tmp/git-push-cert/./test.git
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a
remote:
remote: 0000000000000000000000000000000000000000 \
        2381dbf0238405c2311dbf146e35e70615b0f858 \
        refs/heads/master

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
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remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24

remote: BEGIN PGP SIGNATURE
remote:
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM

$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
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$ git push --signed1
Enumerating objects: 3, done.2
Counting objects: 100% (3/3), done.3
Writing objects: 100% (3/3), 891 bytes | 891.00 KiB/s4
Total 3 (delta 0), reused 0 (delta 0), pack-reused 05
remote: Created a new ref, with the following commits:6
remote: commit 2381dbf0238405c2311dbf146e35e70615b0f8587
remote: Author: Morten Linderud8
remote: Date:   Wed May 26 21:20:16 2021 +02009
remote:10
remote:     Init11
remote:12
remote: expected nonce is13
remote: certificate version 0.114
remote: pusher 9FECBE16 1622056966 +020015
remote: pushee /home/fox/tmp/git-push-cert/./test.git16
remote: nonce 1622056966-cc7bd9f6bd0d1007b91b9f209d5a5646db275d2a17
remote:18
remote: 0000000000000000000000000000000000000000 \19
        2381dbf0238405c2311dbf146e35e70615b0f858 \20
        refs/heads/master21
remote: BEGIN PGP SIGNATURE22
remote:23
remote: iQIzBAABCgAdFiEEktnGzemaICTWkKdu50JoO6CMsv8FAmCuoAYACgkQ50JoO6CM24



remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm4
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=
remote: =qowa
remote: END PGP SIGNATURE
To /home/fox/tmp/git-push-cert/./test.git
 * [new branch]      master -> master
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remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
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remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP25
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo26
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D27
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM28
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY29
remote: 3OI+ALQCL0lFM7phPdeg7d2hQtX1pJ5ai336uyfVH2yk1ukPsmDjbMnVpeIZtr0X30
remote: EMnr297p8Xa1U1Bv1cZm8Z5+Cba/lhk6rNBNDQiwvwoJcrs8SBUmXVxTKZc4ZnJ/31
remote: nQEUAKj5eNWMigwKfsjpKEF3hp4civbVkFDS2GCTDupuDvoIl/A4xpAvX8dEnQWA32
remote: Se6fG+vV9WsbHDFaA1qyPRm+ACuWn+ViXoXUeRh5QTctrGy7r7lHd6iq5FEuyrlz33
remote: ViilvuBl2rqHYyr/Z4Vneoc7kObEWHk4MmlSslcsHSo5YY2RBo+7mHYS0tCETRm434
remote: J/AcQEzFDtF7XURC6zud4zKh5MPc6fQoEDjSYBNaQcK/zjvrEgQ=35
remote: =qowa36
remote: END PGP SIGNATURE37
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To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39

remote: sv86KRAAm9H4d+ln5yb0ZGMmoQH96A/JLqKqx6GHF1CswnjKjNZdvCG3TXUAxHKP
remote: E/7cV2wQTBjl2C0aOPgxnKV/LkrQ4tp/AT3b2o/0DA7yTxBu7SePsQ4jU/hTmvdo
remote: S3wYlZURlgeTq8jxm6sYfu0z0GAEnFuJeVs2h6zQDzXf+TfpFH8IuqfqBPnBRA4D
remote: uF/gY7uOdWEVOGMypKeOe0lWFnC7KWVMrteRHyGt7kCtgB7OldAF7PqEr2hrwknM
remote: /o846amykky9cMHqzjCuOEr3NtSIYV/mLciGs6WL7xWnGTJHZdtLWO7UIUCoYlnY
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remote: =qowa36
remote: END PGP SIGNATURE37
To /home/fox/tmp/git-push-cert/./test.git38
 * [new branch]      master -> master39
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Hvordan kan vi måle leveringskjeder?



SLSA



Laget av Open Source Security Foundation (OpenSSF)

Supply Chain Integrity Working Group

Supply chain Levels for So�ware Artifacts

Pronounced 'Salsa'

Level 1 til 4

Ikke transitive krav!

En av dine avhengigehter trenger ikke level 4



SLSA Level 1
...BUILD. 1/3 Best effort
...SOURCE 1/3 Best effort

.....DEPS 1/3 Best effort



SLSA Level 2
...BUILD. 2/3 Credible
...SOURCE 1/3 Best effort

.....DEPS 1/3 Best effort



SLSA Level 3
...BUILD. 3/3 Resilient
...SOURCE 2/3 Credible

.....DEPS 1/3 Best effort



SLSA Level 4
...BUILD. 3/3 Resilient
...SOURCE 3/3 Resilient

.....DEPS 2/3 Credible







Eksempel: SLSA Level 3



Krever en signert attestatsjon over et "ephemeral" bygg



- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
 
- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }
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- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
 
- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }
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- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
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- name: Provenance, upload and sign attestation6
  uses: nais/salsa@v0.17
  with:8
    key: ${{ secrets.SALSA_KMS_KEY }}9
    docker_pwd: ${{ secrets.GITHUB_TOKEN }10



- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
 
- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }
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- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
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- name: Provenance, upload and sign attestation6
  uses: nais/salsa@v0.17
  with:8
    key: ${{ secrets.SALSA_KMS_KEY }}9
    docker_pwd: ${{ secrets.GITHUB_TOKEN }10

- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }

- name: Authenticate to Google Cloud1
  uses: google-github-actions/auth@v02
  with:3
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}4
 5
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- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
 
- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }
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- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
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- name: Provenance, upload and sign attestation6
  uses: nais/salsa@v0.17
  with:8
    key: ${{ secrets.SALSA_KMS_KEY }}9
    docker_pwd: ${{ secrets.GITHUB_TOKEN }10

- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }

- name: Authenticate to Google Cloud1
  uses: google-github-actions/auth@v02
  with:3
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}4
 5

6
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- name: Authenticate to Google Cloud
  uses: google-github-actions/auth@v0
  with:
    credentials_json: ${{ secrets.SALSA_CREDENTIALS }}
 
- name: Provenance, upload and sign attestation
  uses: nais/salsa@v0.1
  with:
    key: ${{ secrets.SALSA_KMS_KEY }}
    docker_pwd: ${{ secrets.GITHUB_TOKEN }
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https://doc.nais.io/security/salsa/salsa/

https://github.com/nais/salsa

https://doc.nais.io/security/salsa/salsa/
https://github.com/nais/salsa


Solarwinds?



Becoming Secure by Design With Solarwinds
2021

https://www.solarwinds.com/secure-by-design-resources/becoming-secure-by-design-with-solarwinds

https://www.solarwinds.com/secure-by-design-resources/becoming-secure-by-design-with-solarwinds








Ressurser
List me kjente supply-chain angrep

"A framework to secure the integrity of so�ware supply chain"

Google Security Blog

https://github.com/cncf/tag-security/tree/main/supply-chain-security

https://in-toto.io

https://sigstore.dev

https://slsa.dev

Improving so�ware supply chain security with tamper-proof builds
How to SLSA Part 1 - The Basics
How to SLSA Part 2 - The Details
How to SLSA Part 3 - Putting it all together

https://github.com/cncf/tag-security/tree/main/supply-chain-security
https://in-toto.io/
https://sigstore.dev/
https://slsa.dev/
https://security.googleblog.com/2022/04/improving-software-supply-chain.html
https://security.googleblog.com/2022/04/how-to-slsa-part-1-basics.html
https://security.googleblog.com/2022/04/how-to-slsa-part-2-details.html
https://security.googleblog.com/2022/04/how-to-slsa-part-3-putting-it-all.html


Takk for meg!
Github: Foxboron

Email: 

Mastodon: @

Twitter: MortenLinderud

morten@linderud.pw

Foxboron@chaos.social

https://linderud.dev

mailto:morten@linderud.pw
mailto:Foxboron@chaos.social
https://linderud.dev/



